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Abstract

When responding to a security incident in a system, several basic principles must be followed regarding the
collection of pieces of evidence from the system. The capture of these pieces of evidence has to be done according
to its order of volatility. In this sense, RAM memory constitute the most important element to capture, given its
extreme volatility. RAM memory must be acquired and analyzed because the data it holds, which may belong to the
system itself or to any other device connected to it, can survive a certain amount of time in it. Since RAM is a
constantly changing element, it must be stood out that any action carried on the system under analysis will modify
the contents of the RAM. In this article a comparative and an objective analysis has been carried out, showing the
impact that the execution of some tools for the capture of RAM has on the system. This comparative study details
both the private shared workspaces, for each of the processes executed by each of the tools used.

Notes for Practice
e The acquisition of RAM is the first action to be taken in a live response situation.

e The choice of any tool will depend on the victim's operating system and the best performance/impact
ratio.

e RAM is very volatile, and any tool used will 'stain' the evidence. Therefore, by definition, the tool that
has the least impact on RAM should be chosen.

e The analyst must be aware of the alternatives and tools available, and be aware of the impact these
tools have on RAM, in order to try to obtain as much information as possible, while maintaining the
integrity of the memory.

e This article shows, with some of the most widely used tools, how the choice of tools could impact on
the final outcome of the evidence acquired.
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1. Introduction

When acting on a security incident of any kind, document RFC 3227 («Guidelines for Evidence Collection and Archiving»,
2002), which sets out basic guidelines for action, must be considered. Among many other interesting aspects, as the first person
who can intervene in a system, these are the guiding principles during evidence collection, which says that evidence should be
collected from the most volatile to the least volatile, specifying this in point 2.1, on the order of volatility.

When intervening in a living system for subsequent analysis, the first technical action to be carried out is to dump the RAM.
Due to the extreme volatility of RAM, its acquisition is a fundamental phase in the evidence collection.

It should be remembered that, in any case, RAM can and should be captured and analysed because, sometimes, studying
the non-volatile data will not be enough.

When studying a forensic image of a RAM, one plays with a certain advantage in the analysis. In the RAM there may be
data that correspond to other data stored on the hard disk, or other types of data may be found, called anonymous data, which
are not stored on the hard disk. Therefore, action must be taken quickly, altering, as little as possible, the RAM you want to
capture.

The more time that passes, as well as the more activity that has taken place in the system, the fewer options exist to be able
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to recover useful information from the RAM memory because, this one, is constantly changing. Therefore, when using tools
to capture RAM memory in a live system, it is altered and, therefore, the image of RAM memory that is being acquired is also
altered. Because RAM memory does not freeze. Data can survive in RAM for a certain time.

For example, an image file that has been opened on a system from an external device could be recovered, with the metadata
properties, through thumbnails or, even, fragmented; a carving can be made on the forensic image in the RAM, or, more
effectively, on its memory pages; a timeline of this element can be carried out; hashes and/or credentials that are in use can be
obtained from, for example, encrypted content in the System; Windows Registry hives, Event Logs, etc., can be exported;
processes in execution, historical processes, hidden processes or network connections can be seen, just to give some examples.
Everything will depend on the time elapsed since the action of the incident and the actions carried out in the System afterwards.

Very interesting and valuable data can be extracted from the RAM, which could consist of a type of information that is key
to the satisfactory resolution of the case. Depending on the type of case, it could even be solved with the analysis of the RAM
memory.

Without a doubt, each scenario must be valued because, each one of them, will present its peculiarities and characteristics.
For example, it is not the same case, nor does it require the same study, the analysis of an email header as a case where child
pornography or terrorism content is found.

But, before starting to analyse the RAM, it must be captured. For this reason, it is vital to choose the right tool to use to
capture as much useful information as possible.

Many articles have spoken, on many occasions, of the existing tools available to carry out such an action, explaining its
basic operation. But nothing has been said about the impact that the execution of these tools has on the RAM that we want to
acquire.

2. Methods

Since the aim of acquiring RAM in a system is to collect as much useful information as possible, and since the integrity of that
memory must be maintained in the best possible way, this study has been carried out, to show the impact of some of the most
frequently used tools on the acquisition of RAM.

The data exposed shows the resource consumption of the memory itself, in its private space and in its shared space for each
of the processes executed by each tool, and the RAM acquisition time. Both factors, running processes and time, are key
elements.

Two tests were carried out for this study, using two versions of Windows 10. The first system consists of Windows 10, in
its compilation number 17763.253, with an allocated RAM of 4,096 MB. This System has been downloaded from the official
Microsoft site («Get Windows 10 development environment») virtualized under VirtualBox («Download VirtualBox»). The
second system consists of Windows 10, in its compilation number 17763.292, being a physical system, without virtualization,
that has 15,306 MB of RAM memory (See Figure 1).

To monitor the processes running on the various RAM acquisition tools, the 'Process Explorer' («Russinovich») tool has
been chosen, in its version 16.22, which is available on Microsoft's official website («Windows Sysinternals»).

The values that have been taken into account as a reference are those related to the private workspace, which consists of
the memory dedicated to that monitored process, and which is not shared with other processes, as well as the workspace that
is shared with other processes. This size is measured in kilobytes.

The reference values that have been taken into account for the execution times are those relating to the time marks
corresponding to the creation and modification of the forensic image of the RAM, because the file is created at the same time
as the dump of the RAM begins and is last modified when the last data is recorded, this is, the last bit.

In order not to lose any detail during the acquisition of the dumps, it has been decided to record the whole process on video,
using the 'Record that' function of the 'Game Bar', which incorporates Windows 10 system («Background recording settings
in Captures on Windows 10»).

Regarding the tools tested, it has been decided to use some that are free of charge and more widely used, such as those listed
below:

e Belkasoft Live RAM Capturer («Belkasoft») (See Figure 2).

e DumplT, in its version 3.0.20190124.1 («Suiche») (See Figure 5).

e FTK Imager Lite, in its version 3.1.1 («AccessData») (See Figure 11).

e Magnet RAM Capture, in its version 1.1.2 («Magnet Forensics») (See Figure 14).

e Memorize, in its version 3.0 («FireEye») (See Figure 17).
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e  Winpmem, in its version 3.2 («Cohen») (See Figure 20).

ui
X

B Seleccionar Simbolo del sistema -

Microsoft Windows [Versidn 16.8.17763.292] ~
(c) 2018 Microsoft Corporation. Todos los derechos reservados.

C:\Users\Marcos>systeminfo

Nombre de host:

Nombre del sistema operativo:
Versién del sistema operativo:
Fabricante del sistema operativo:
Configuracidn del sistema operativo:

Tipo de compilacidn del sistema operativo:

Propiedad de:

Organizacidn registrada:

Id. del producto:

Fecha de instalacién original:
Tiempo de arranque del sistema:
Fabricante del sistema:

Modelo el sistema:

Tipo de sistema:
Procesador(es):

Versién del BIOS:

Directorio de Windows:

Directorio de sistema:
Dispositivo de arranque:
Configuracién regional del sistema:
Idioma de entrada:

Zona horaria:

Cantidad total de memoria fisica:
Memoria fisica disponible:
Memoria virtual: tamafio maximo:
Memoria virtual: disponible:
Memoria virtual: en uso:

Ubicacidén(es) de archivo de paginaciédn:

Dominio:
Servidor de inicio de sesidn:
Revisidn(es):

Tarjeta(s) de red:

N4RR34N6

Microsoft Windows 1@ Home
10.0.17763 N/D Compilacién 17763
Microsoft Corporation

Estacién de trabajo independiente
Multiprocessor Free

Marcos

N/D

00326-10000-00000-AA380
10/01/2019, 7:08:01

04/02/2019, 11:51:06

Acer

Aspire E5-551

Xx64-based PC

1 Procesadores instalados.

[@1]: AMD64 Family 21 Model 48 Stepping 1 AuthenticAMD ~1986@ Mhz
Insyde Corp. V1.88, 22/08/2014

C: \WINDOWS

C: \WINDOWS\system32
\Device\HarddiskVolume2
es;Espafiol (internacional)
es;Espafiol (tradicional)
UTC+01:80) Bruselas, Copenhague, Madrid, Paris

12.184 MB

17.610 MB

14.526 MB

3.084 MB

C:\pagefile.sys

WORKGROUP

\\N4RR34N6

6 revisidn(es) instaladas.
[e1]: KB4481031

[02]: KB4462930

[03]: KB4470788

[e4]: KB4480056

[e5]: KB4486979

[06]: KB4476976

6 Tarjetas de interfaz de red instaladas.

Figure 1. Information about the system used in the tests

2.1. Belkasoft Live RAM Capturer

“» Belkasoft Live RAM Capturer -

Select output folder path:

| :\Tests\Memory\RamCapturer \x64

Loading device driver ...Physical Memory Page Size = 4096Total Physical Memory Size = 16880 MB

Cancel Close
Figure 2. User interface of the Belkasoft Live RAM Capturer tool

During the acquisition of the RAM memory with this tool, two processes has been executed: The 'RamCapture64.exe' process, as
the parent process, and a child process 'conhost.exe'. The 'conhost.exe' process is responsible for opening instances for each
Windows console. That is, for each Windows console that is opened, a process 'conhost.exe' will appear (See Figure 3).

The 'RamCapture64.exe' process has presented a range of consumption values, in its private space, from 1,872-1,988, as
minimum and maximum values. In its shared memory, it has oscillated between 1,1476-11,672 (See Figure 3).
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Process CPU  Private Bytes Working Set  PID  Description Company Name Version Window Status
»  Regstry 2032K 80320K 104
7 System Idle Process 7728 5K 8K 0
@ [ System 254 208K 6216K 4
B cessexe 1.688K 5340K 560
[# 7 winint exe 1544 K 76%6K 664
B csmssexe 1.04 3744 K 5736K 684
& [ 7 winlogon exe 2976 K 12660K 820
1y SO 0z B4852K  153760K 5756 Exploradorde Windows  Momsofi Coporation 10017763107  Rwnng
SecurtyHealth Systray exe 1720K 9468 K 8140 Windows Securty notffication icon Microsoft Comoration 10.0.17763.1
) RAVCpIBA exe 4.008 K 14872K 7328 Realtek HD Audio Manager Reakek Semiconductor 100923
@ OneDrive exe <001 12524 K 37384 K 8476 Microsoft OneDrive Mcrosoft Comoration 19.2.107.8
2 procexpbd exe 123 32392K 50604 K 1060 Sysintemals Process Explorer Sysintemals - www sysintemals com 16.22.0.0 Running
= @ ' RamCapture64.exe 118 1.872K 11.652K 8756 Running
# " conhost exe 7.260K 16.768K 1728

Figure 3. Detail of memory consumption of the tool Belkasoft Live RAM Capturer

The process 'conhost.exe' has presented a range of consumption values, in its private space, of 7,260-7,344, as minimum and
maximum values. In its shared memorys, it has oscillated between 16,768-16,316.

The time it took this tool to acquire the complete memory of the system was 3.150000003 minutes, as it can be seen from
the timestamps relating to the creation and modification of the memory image (See Figure 4).

~

Name Type Size Date Created Date Accessed Date Modified
[ ] Memory_BelkasoftLiveRAMCapturer.mem Archivo MEM 16,4 GB  04/02/2019, 19:28:45 04/02/2019, 19:31:54 04/02/2019, 19:31:54

Figure 4. Timestamps of the generated memory dump, with Belkasoft Live RAM Capturer

2.2. Dumplt

BX Administrador: Simbolo del sistema - a X
Usage: DumpIt [Options] /OUTPUT <FILENAME> ~

Description:
Enables users to create a snapshot of the physical memory as a local file.

Options:

/TYPE, /T Select type of memory dump (e.g. RAW or DMP) [default: DMP]

/OUTPUT, /O Output file to be created. (optional)

/QUIET, /Q Do not ask any questions. Proceed directly.

/NOLYTICS, /N Do not send any usage analytics information to Comae Technologies. This is used to improve our s
ervices.

/NOJISON, /3 Do not save a .json file containing metadata. Metadata are the basic information you will need f
or the analysis.

/LIVEKD, /L Enables live kernel debugging session.

/COMPRESS, /R Compresses memory dump file.

/APP, /A Specifies filename or complete path of debugger image to execute.

/CMDLINE, /C Specifies debugger command-line options.

/DRIVERNAME, /D Specifies the name of the installed device driver image.
Examples:

Create a local memory snapshot:
DumpIt.exe /OUTPUT snapshot.bin
Enable live kernel debugging session:

DumpIt.exe /L /A <debugger image path>

Extract metadata from machine in live kernel debugging session: v

Figure 5. User interface of the Dumplt tool

This tool can be executed in two different ways: directly from the executable itself, or from a cmd console, where some
parameters can be configured. Depending on how the tool is executed, some values can be found or others.

If this tool is executed from the executable itself, two processes can be found: 'DumplT .exe', as the parent process, and a
child process 'conhost.exe'.

The process 'DumplT.exe' has presented a range of consumption values, in its private space, from 1,644-1,988, as
minimum and maximum values. In its shared memory, it has oscillated between 8,980-9,028 (See Figure 6).

The process 'conhost.exe' has presented a range of consumption values, in its private space, of 7,104-7,296, as minimum
and maximum values. In its shared memory, it has oscillated between 17,132-17,200 (See Figure 6).
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Process CPU  Private Bytes Working Set  PID Description Company Name Version Window Status
& ' Regaty 2136K 80392K 104
# ' System Idle Process 6169 56K 8K 0
[ W7 System 128 208K 6240K -
B csrssexe 1.708 K 5964K 560
[ 7 winink exe 1464 K 7676K 664
B comsexe 02 3572K 5776K 684
# 7 winlogon exe 2976 K 12676K 820
)y SHDIGRESE 529 116356 K 163.284 K 5756/ EXBIGradar e Windows Mcrasoft Comporation 100.17763.107  Running
@Seamﬂeakhsmmym 1.680 K 9456 K 8140 Windows Securty notfication icon Microsoft Comoration 10.0.17763.1
Q) RAVCpIG exe 3.980K 14864 K 7328 Realtek HD Audio Manager Reaktek Semiconductor 100923
2 OneDrive exe 13616 K 40.184K 8476 Microsoft OneDrive Microsoft Comoration 1921078
Qv procexpbd exe 124 32488 K 50884 K 3500 Sysintemals Process Explorer Sysntemals - www sysintemals.com 16.22.0.0 Running
= ' Dumpk.exe 1595 1644 K 8984K 1948 Running
¥ * conhost.exe 7.104 K 17.140K 5296

Figure 6. Detail of memory consumption of the tool Dumplt

The time it took this tool to acquire the complete RAM memory of the system, with this type of execution, was 7.716666658
minutes, as it can be seen in the timestamps relating to the creation and modification of the memory image (See Figure 7).

Neme Type Size Date Created Date Accessed Date Modified
[ Memory_DumpIT Archivo 164GB  04/02/2019, 19:05:41 04/02/2019, 19:13:24  04/02/2019, 19:13:24
"] Memory_DumplTjson Archivo JSON  1,46KB  04/02/2019, 19:13:24  04/02/2019, 19:13:24 04/02/2019, 19:13:24

Figure 7. Timestamps of the generated memory dump, with Dumplt

However, if this tool is executed from the cmd console, where some parameters can be configured, the parent process 'cmd.exe'
can be seen, with its child process 'conhost.exe', and the parent process 'DumplT .exe', with its child process 'conhost.exe'.

The 'cmd.exe' process has presented a range of consumption values, in its private space, of 6,108-11,484, as minimum and
maximum values. In its shared memory, it has oscillated between 14,460-16,776 (See Figure 8).

The process 'conhost.exe', dependent on the process 'cmd.exe', has presented a range of consumption values, in its private
space, of 8,520-8,524, as minimum and maximum values. In its shared memory, it has oscillated between 22,180-22,284 (See
Figure 8).

The process 'DumplT.exe' has presented a range of consumption values, in its private space, of 1,688-1,776, as minimum
and maximum values. In its shared memory, it has oscillated between 8,900-8,988 (See Figure 8).

The process 'conhost.exe' has presented a range of consumption values, in its private space, of 7,192-7,280, as minimum
and maximum values. In its shared memory, it has oscillated between 16,540-17,012 (See Figure 8).

Process CPU  Private Bytes Working Set  PID Description Company Name Version Window Status
. y 003 2060 K 80568K 104
B ' System Ide Process on 56 K 8K 0
[# 7 System 116 208K 5728K B
B csssexe 1.892K 6048K 560
%) | winink exe 1776 K 776K 664
B cmsexe 0.09 3736K 5572K 684
(# [ winlogon exe 2724K 12612K 820
By DI 008 82624K 155768 K {5756 EXploradordeWindons Microsoft Comoration 10017763107  Running
SecurtyHealthSystray exe 1.784 K 9464 K 8140 Windows Securty notfication icon Microsoft Corporation 10.0.17763.1
) RAVCpIGS exe 4.092K 15024 K 7328 Realtek HD Audio Manager Realtek Semiconductor 100923
@ OneDrive exe <001 11.704 K 37.032K 8476 Microsoft OneDrive Microsoft Comoration 192107.8
2y procexpbd exe 137 33.228K 51436 K 7096 Sysintemals Process Explorer Sysintemals - www sysintemals com 16.22.0.0 Running
- @M omd exe 7.140K 14932 K 5040 Procesador de comandos de Windows Microsoft Corporation 10.0.17763.1 Running
&8 conhost exe 8.520K 22284 K 4284 Host de ventana de consola Microsoft Corporation 10.0.17763.1
=F] pk exe 1426 1688K 83932K 7808 Running
# conhost exe 719K 16632K 8664

Figure 8. Detail of memory consumption of the tool Dumplt (Executed with the command prompt)

The time it took this tool to acquire the complete RAM of the system, with this type of execution, was 4.8666662 minutes, as
it can be seen in the timestamps relating to the creation and modification of the memory image (See Figure 9).

Name - Type Size Date Created Date Accessed Date Modified
| | Memory_DumpIT Archivo 164 GB  04/02/2019, 19:05:41 04/02/2019, 19:13:24  04/02/2019, 19:13:24
| Memory_DumplT json ArchivoJSON 1,46KB 04/02/2019, 19:13:24 04/02/2019, 19:13:24  04/02/2019, 19:13:24

Figure 9. Timestamps of the generated memory dump, with Dumplt (Executed with the command prompt)

As a general comment, this tool will provide, at the end, a very interesting report with information relating to the KDBG, which
will help to identify, properly, the profile of the acquired RAM, as well as information relating to the file generated, with a
SHA256 hash, information on the machine where it has been executed, information on the operating system and information
on the version of the tool itself. All very important information that must be attached to the final report (See Figure 10).
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[&f C:\Tests\DumpIT\Memory_DumplT.json - Notepad-++
File Edit Search View Encoding Language Settings Teols Macro Run Plugins Window 2

sHHER G s abh|oe 2% BEST ERBRo® (@ ED B G| %

[ Memory_DumplT json E3 I

E(

@ m e W

"debugInfo”: {

N

"kdCopyDataBlock™: -
"kdDebuggerData”: -3774
"kdpDataBlockEncoded" :
"ntosBase": -2 4019 4 4,

710248A-0CA3-CABO-8015-A2B18AB495B4",
"ntkrnlmp.pdb",

"fileInfo": {

N

"fileSize": 17699962880,
"sha256": "8b2f7b44ef76db34b9774ea55b16££44bb55dd5e80976377£a5db6006eas9926"

"machineInfo": {

}

"architectureType": "x64",
"date": "2019-02-04T18:13:24.5932",

"machineId": "S2E1AD04-32A5-E411-85C7-FOT61CTAC296",
"machineName": "N4RR34NE",
"maxPhysicalMemory": 17695
"numberProcessors"
"timestamp": 13193 14110364
"userName": "Marcos",
"workgroupName": "WORKGROUP"

"osVersion": {

"buildNumber": 17
"majorVersion": 1
"minorVersion":
"productType": 1,
"servicePackMajor":
"servicePackMinor":
"suiteMask": 7

JSON file

length: 1.505 lines: 49 Ln:49

Figure 10. Extract from the report generated with Dumplt

2.3. FTK Imager Lite

Q

“\ AccessData FTK Imager 3.1.1.8

File View Mode Help

2 8%

14
S

= e BN

X

[Fvidence Tree

Custom Content Sources X

x | File List
Name | Size | Type Date Modified

<

New| Edit | Remove| Remo

Properties
Capture Memory

During the acquisition of the RAM with this tool, a single process called 'FTK Imager.exe' was executed.

Evidence:File System|Path|File | options

t... Custom Conte...

Figure 11. User interface of the FTK Imager Lite tool

oM |

This process has presented a range of consumption values, in its private space, of 21,588-22,024, as minimum and maximum

values. In its shared memory, it has oscillated between 50,764-51,744 (See Figure 12).
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Process CPU  Private Bytes Working Set  PID  Description Company Name Version Window Status
| Regstry 2328K 80584K 104
i 7 System Idie Process 5887 56K 8K 0
@ [ System 236 208K 6.136K 4
W csssexe 1.836K 602K 560
@ W winint exe 1776 K 776K 664
B 7 corss exe 0.10 3544K S576K 684
# [ winlogon exe 272K 12620K 820
H"P 008 85640K  159.524 K iSiSH de Windows Mcros: 10 07
SecurtyHealth Systray exe 1.784K 9436 K 8140 Windows Securty notfication icon Microscft Comoration 10.0.17763.1
%)) RAVCpIGA exe 4.092K 15028 K 7328 Realtek HD Audio Manager Reakek Semiconductor 100923
2@ OneDrive exe 12012K 37472K 8476 Microsoft OneDrive Microsoft Comoration 19.2.107.8
2 procexpbd exe 140 34644 K 52936 K 888 Sysintemals Process Explorer Sysntemals - www sysintemals com 16.22.0.0 Running
D 1K Imager exe 705 21692 K 50832K 3188

Figure 12. Detail of memory consumption of the tool FTK Imager Lite

The time it took this tool to acquire the complete RAM memory of the system was 3.5833333 minutes, as it can be seen from
the timestamps relating to the creation and modification of the memory image (See Figure 13).

Name Type Size Date Created Date Accessed Date Modified
[ Memory_FTKimagerLitemem Archivo MEM 16,4 GB  04/02/2019, 19:15:09  04/02/2019, 19:18:44  04/02/201, 19:18:44

Figure 13. Timestamps of the generated memory dump, with FTK Imager Lite

2.4. Magnet RAM Capture

4 Magnet RAM Capture - X
RAM Capture v1.1.2

N E I Copyright © 2014-2018 Magnet Forensics Inc.
s1cCS. o .
http: / /www.magnetforensics.com Segment size: | Don't Split v |

Save RAM capture to... -
| Browse...

Start 16.880MB of system memory to be captured

Figure 14. User interface of the Magnet RAM Capture tool

During the acquisition of the RAM with this tool, a single process called 'MagnetR AMCapture.exe' has been executed.
This process has presented a range of consumption values, in its private space, of 9,656-10,484, as minimum and maximum
values. In its shared memory, it has oscillated between 32,812-34,296 (See Figure 15).

Process CPU  Private Bytes Working Set PID Description Company Name Version Window Status
» Regaty L79%6K. 8040K 104
i 7 System Idle Process 69.50 56K 8K 0
@ [ System 135 208K 6224K 4
B csrssexe 1.708 K 5968K 560
@ (7 winint exe 1464 K 7676K 664
W icsssexe 034 3804 K 5756K 684
(# | 7 winlogon exe 2976 K 12672K
B 0.10 83.124K 158.160 K 152 ador de Windows Mcrosoft Comporation .0.17
SecurtyHealthSystray exe 1.680K 9456 K 8140 Windows Securty notfication icon Microsoft Corporation 10.0.17763.1
) RAVCpIE4 exe 3.980K 14864 K 7328 Realtek HD Audio Manager Reakek Semiconductor 100923
@ OneDrive exe 12,652 K 38112K 8476 Microsoft OneDrive Mcrosoft Comoration 1921078
#  MagnetRAMCapture exe 1257 9.976 K 32692K 5964 Running
2 procexpbd exe 131 34924 K 53236 K 3048 Sysintemals Process Explorer Sysntemals - www sysintemals com 16.22.0.0 Running

Figure 15. Detail of memory consumption of the tool Magnet RAM Capture

The time it took this tool to acquire the full RAM of the system was 4.066666664 minutes, as it can be seen from the timestamps
relating to the creation and modification of the memory image (See Figure 16).

Name Type Size Date Created Date Accessed Date Modified
[& Memory_MagnetRAMCaptureraw Archivo RAW 16,4 GB  04/02/2019, 19:34:00  04/02/2019, 19:38:04 04/02/2019, 19:38:04

Figure 16. Timestamps of the generated memory dump, with Magnet RAM Capture
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2.5. Memoryze

BX Administrador: Simbolo del sistema - (] X

MANDIANT Intelligent Response Agent 3.0.0 A
Running as: N4RR34N6\Marcos
Audit Modules:
w32memory-acquisition, 1.4.36.0
w32processes-memory, 2.1.8.0
w32drivers-signature, 2.1.4.0
w32drivers-modulelist, 1.4.46.0
w32kernel-hookdetection, 1.4.46.0
w32processes-memoryacquire, 1.4.62.0
w32driver-memoryacquire, 1.4.40.0
Filter Modules:
xpath, 1.4.36.0
xpath2v2, 1.4.36.0
regex, 1.4.36.0
regexv2, 1.4.36.0
Service Modules:
w32rawfilesystem, 1.4.36.0
w32security, 1.4.36.0
MANDIANT Intelligent Response Agent 3.0.0 running as N4RR34N6\Marcos

Commands :
-2
This help text. Add -? after any of the following commands for
more specific help.
-0 <basedir>
Output local audit files to specified base directory.
(Default is "./Audits")

Switches: v
Figure 17. User interface of the Memoryze tool

This tool is executed through the cmd console, so the following processes were presented during the acquisition: a parent
process 'cmd.exe' with a child 'conhost.exe' process, and a parent process 'Memorize.exe' with a child 'conhost.exe' process. In
addition to these processes, a 'netsh.exe' process is presented at the end of the acquisition, which is a command line utility,
dependent on the 'Memoryze.exe' process.

The 'cmd.exe' process has presented a range of consumption values, in its private space, of 5,708-11,020, as minimum and
maximum values. In its shared memorys, it has oscillated between 14,512-16,320 (See Figure 18).

The process 'conhost.exe', dependent on the process 'cmd.exe', has presented a range of consumption values, in its private
space, of 7,604-7,688, as minimum and maximum values. In its shared memory, it has oscillated between 19,904-20,032 (See
Figure 18).

The 'Memoryze.exe' process has presented a range of consumption values, in its private space, of 3,616-3,644, as minimum
and maximum values. In its shared memory, it has oscillated between 11,860-11,960 (See Figure 18).

The process 'conhost.exe' has presented a range of consumption values, in its private space, of 7,276-8,180, as minimum
and maximum values. In its shared memory, it has oscillated between 16,804-17,924 (See Figure 18).

The process 'netsh.exe', has presented a memory consumption, in its private space, of 980. In its shared memory, it has
presented a value of 120 (See Figure 18).

Process CPU  Private Bytes Working Set PID Description Company Name Version Window Status
» ' Regetey 1.988K 80308K 104
B System Idle Process 8093 56 K 8K 0
@ 7 System 198 208K 6212K 4
W csrss exe 1.720K 5968K 560
# W7 winint exe 1544 K 769K 664
W 7 cerss.exe 014 3692K 5688K 684
(& [ 7 winlogon exe 2976 K 12660K 820
)y HplORERE 007 24568K 158604 K IS7SEIEIGrader e Windows Mcrosoft Comoration 100.17763.107  Running
SecurtyHealth Systray exe 1.720K 9468 K 8140 Windows Securty notffication icon Microsoft Corporation 10.0.17763.1
) RAVCDIES exe 4.008K 14 872K 7328 Reattek HD Audio Manager Reakek Semiconductor 100923
G OneDrive exe 12412K 37872K 8476 Microsoft OneDrive Mcrosoft Comoration 1921078
" omdexe 5708K  14544K 912 Runnng
# ' conhost exe 7.608 K 20032K 6284
= & ' Memoryze exe 0.06 3408K 11.960K 8668 Running
#  conhost.exe 004 8.188K 17924K 1132
¥ " netsh exe 003 980K 120K 7112
2 procexpbd exe 210 34604 K 52848 K 5700 Sysintemals Process Explorer Sysntemals - www sysintemals com 16.22.0.0 Running

Figure 18. Detail of memory consumption of the tool Memoryze

The time that this tool took to acquire the complete RAM memory of the system, with this type of execution, was 6.583333332
minutes, as it can be seen in the timestamps relating to the creation and modification of the memory image (See Figure 19).
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Name Type Size Date Created Date Accessed Date Modified

j BatchResults.xml Documento XML 19,5KB  04/02/2019, 19:20:54  04/02/2019, 19:20:54  04/02/2019, 19:20:54
|1 Issues.BatchResults.xml Documento XML 283 bytes  04/02/2019, 19:20:54  04/02/2019, 19:20:54  04/02/2019, 19:20:54
j issues.memory.117d0514.img.xml Documento XML 228 MB  04/02/2019, 19:20:54  04/02/2019, 19:27:29  04/02/2019, 19:27:29
j Memory_Memorize.img Archivo de imagen de disco 164GB  04/02/2019, 19:20:54  04/02/2019, 19:27:29  04/02/2019, 19:27:29

Figure 19. Timestamps of the generated memory dump, with Memoryze

2.6. Winpmem

BEX Simbolo del sistema — m] X

c:\Tools\Memory>winpmem_3.2.exe -h
USAGE:

winpmem_3.2.exe [-L] [-U] [--write-mode] [--mode <MmMapIoSpace,
PhysicalMemory, PTERemapping>] [--driver <Path to
driver.>] [--format <map, elf, raw>] [--volume_format
<aff4, raw>] [-m] [-p </path/to/pagefile>] ... [-V]
[-1] [-d] ... [-v] [-t] [-i </path/to/file/or/device>]
. [--relative] [-e <string>] [--logfile <string>]
[-D <path to directory>] [-o </path/to/file>] [-s <Size
(E.g. 1@eMb)>] [-c <zlib, snappy, none>] [--threads
<(default 2)>] [--] [--version] [-h]
</path/to/aff4/volume> ...

Where:

-L, --load-driver
Load the driver and exit

-U, --unload-driver
Unload the driver and exit

--write-mode
Enable write mode. You must have the driver compiled with write
support and be on a system with test signing enabled.

--mode <MmMapIoSpace, PhysicalMemory, PTERemapping> v
Figure 20. User interface of the Winpmem tool

This tool, which is executed via the cmd command line, will have a parent process 'cmd.exe', with two dependent processes:
'conhost.exe' and 'winpmem_3.2.exe.

The 'cmd.exe' process has presented a range of consumption values, in its private space, of 2,828-5,920, as minimum and
maximum values. In its shared memorys, it has oscillated between 4,944-4.992 (See Figure 21).

The process 'conhost.exe', dependent on the process 'cmd.exe', has presented a range of consumption values, in its private
space, of 7,552-7,640, as minimum and maximum values. In its shared memory, it has oscillated between 20,016-20,064 (See
Figure 21).

The process 'winpmem_3.2.exe' has presented a range of consumption values, in its private space, from 1,840-3,824, as
minimum and maximum values. In its shared memory, it has oscillated between 6,720-8,948 (See Figure 21).

Process CPU  Private Bytes Working Set  PID  Description Company Name Version Window Status
» ' Regsty 1948 K 80360K 104
B System Idie Process 4535 56K 8K 0
(# W7 System 1055 208K 6228K 4
B ' csrss exe 1.708 K 5952K 560
() W] winint exe 1464 K 7676K 664
B csrssexe 013 3.800K 5760K 684
(& [ winlogon exe 2976 K 12672K 820
)y SPGRESEN s 141 114132K 160512 K 5756 EGioraerEs WnRssHS 10017763107 ]
SecurtyHealthSystray exe 1.680K 9456 K 8140 Windows Securty notffication icon 10.0.17763.1
) RAVCDIES exe 3.980K 14864 K 7328 Realtek HD Audio Manager Reatek Semiconductor 100923
@ OneDrive exe <001 12.792K 38252K 8476 Microsoft OneDave Microsoft Corporation 1921078
2y procexpb4 exe 132 35424 K 53368 K 3048 Sysintemals Process Explorer Sysntemals - www sysintemals com 16.22.0.0 Running
(= 0 omd.exe 3868 K 4376K 7204 Running
# ' conhost exe 014 7.556 K 20052K 8472
7 winpmem_3.2.exe 3824K 8548K 4236

Figure 21. Detail of memory consumption of the tool Winpmem

The time it took this tool to acquire the complete RAM memory of the system was 5.116666668 minutes, as it can be seen
from the timestamps relating to the creation and modification of the memory image (See Figure 22).
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el

Name Type Size Date Created Date Accessed Date Modified
8] Memory_remote_winpmem.raw ArchivoRAW ~ 4,54GB  05/02/2019, 13:32:59  05/02/2019, 23:23:13  05/02/2019, 23:23:13
& Memory_Winpmem.raw Archivo RAW 16,5GB  04/02/2019, 19:39:25 04/02/2019, 19:44:32  04/02/2019, 19:44:32

Figure 22. Timestamps of the generated memory dump, with Winpmem

This tool allows the capture of memory using the network, which can be carried out using the Netcat utility, but this would mean
setting up another extraordinary process under the name 'nc.exe' that would have a memory consumption, in its private
workspace, of about 624 Kb.

As a general comment, the implementation of this procedure would be carried out through the lines:

winpmem_3.2.exe -m --format raw --output - | nc.exe TargetIP Port

nc.exe -1 -p Port > C\Test\Memory_Winpmem_remote.raw

3. Results and Discussion

Any tool for RAM memory acquisition will always dump the entire memory of the system. All the files generated will have
the same size unless they are compressed or splitted (See Figure 23).

&) Ubuntu 16.04 - [m} X
marcos@nd4rr34n -> ~ A
$ 1s -s /mnt/c/Tests/* | egrep -i "Memory_ "

4718592 /mnt/c/Tests/Physicaliemory_Remote

17285120 Memory BelkasoftLiveRAMCapturer.mem
17285120 e _DumpIT

17285120 1 _FTKImagerLite.mem

17285126 Men MagnetRAMCapture.raw
17285120 Men _Memorize.img

4763464 1 _remote_winpmem.raw

17336844 1

Winpmem.raw
marcos@n4r ~

$

Figure 23. Size of the RAM memory dumps acquired in the tests

In the case of performing the acquisition process with the Winpmem tool, the resulting file will be larger than the system's
memory because, in addition to this, it extracts and acquires other types of data. For this reason, the resulting file will be a'.zip'
file, which is a container that cannot be directly analysed and which must be decompressed. Inside it, the image of the physical
memory is found under the name of 'PhysicalMemory' (See Figure 24).
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&) Ubuntu 16.04 - o x

marcos@n4rr34né -> ~ ~

17285120
marcos@n4rr ~

$ file /mnt/c/Tests/PhysicalMemory

/mnt/c/Tests/PhysicalMemory: data

marcos@n4rr34né -> ~

$ python volatility/vol.py -f /mnt/c/Tests/PhysicalMemory kdbgscan
[Volatility Foundation Volatility Framework 2.6.1

Instantiating KDBG using: Unnamed AS Win1@x64_17134 (6.4.17134 64bit)

[offset (V) : @xf80523eadSed
[offset (P) : @x26ad5e0
KdCopyDataBlock (V) : @xf8e523c2as8fe
Block encoded : Yes

Wait never : 8xba34c4021a075648
Wait always : Bx868192ede8d6800
KDBG owner tag check : True

Profile suggestion (KDBGHeader): Win1@x64_17134
Service Pack (CmNtCSDVersion) : -
Build string (NtBuildLab) H

PsActiveProcessHead : @xef4afdes23ebd68@ (@ processes)
PsLoadedModulelList : @xefd4afdes523ec9ade (@ modules)
KernelBase : @xefd4afdes523aae000 (Matches MZ: False)

Major (OptionalHeader) HES
Minor (OptionalHeader) HE

Instantiating KDBG using: Unnamed AS Win1@x64_17134 (6.4.17134 64bit)
joffset (V) : @xf8e523eadsSed v

Figure 24. Execution of the kdbgscan plugin, of Volatility, executed on the memory dump obtained with Winpmem

It has been commented in some articles that, some tools, give problems with RAM sizes over 8 GB. This is not true. The main
problem that exists is that the memory profile is not identified correctly. The forensic image profile of the RAM must be
correctly identified before proceeding with the analysis of the memory. All the memory images created with the tools shown
in this study can be analysed with the appropriate tools, such as Volatility (See Figures 24 & 25).

@) Ubuntu 16.04 — ] X
$ python volatility/vol.py -f /mnt/c/Tests/Memory_DumpIT --kdbg=0xf80523d383f8 --profile=Win1@x64_17763 pstree ~
Volatility Foundation Volatility Framework 2.6.1
Name pid pPid Thds Hnds Time

exffffel69ae67b046:System 4 [} 185 © 2019-02-04 18:01:38 UTC+0000
. @xffffele9ae6be080:Registry 104 4 4 © 2019-82-04 18:01:32 UTC+0000
. @xffffele9bd5c704@:MemCompression 2888 4 46 © 2019-82-04 18:02:05 UTC+0600
. exffffel09b4fdo4e0:smss.exe 380 4 5 © 2019-02-04 18:01:38 UTC+0000

oxffffel@9baeed14@:csrss.exe 684 656 14 © 2019-02-084 18:02:82 UTC+08000

oxffffe169bb1d6680:winlogon.exe 820 656 6 © 2019-02-04 18:02:62 UTC+0000

. exffffele9bb9c20c@:dum.exe 1872 820 14 © 2019-062-064 18:02:083 UTC+0000
. Oxffffel09b27de4e0:userinit.exe 5696 820 0 ------ 2019-62-04 18:02:18 UTC+06000

. @xffffel@9b29c7400:explorer.exe 5756 5696 1e1 © 2019-062-084 18:02:19 UTC+0000

. Bxffffele9b8eea0s86:cmd.exe 5e40 5756 4 © 2019-02-04 18:04:34 UTC+0000

. @xffffel09b8ee9080: conhost.exe 4284 5e4e 6 © 2019-062-064 18:04:35 UTC+0000

. @xffffele9bfecaese:DumpIt.exe 7808 5e4e 4 © 2019-02-04 18:05:40 UTC+0000
..... oxffffele9aefdb540:conhost.exe 8664 7808 5 © 2019-02-84 18:05:48 UTC+0000
. @xffffel89c41c9548:procexp64d.exe 7096 5756 6 © 2019-062-084 18:03:57 UTC+0000

. @xffffel09b37e5400:SecurityHealth 8146 5756 4 © 2019-02-04 18:02:49 UTC+0000

. @xffffel09c42ef086:0neDrive.exe 8476 5756 16 © 2019-02-04 18:03:01 UTC+0000

. @xffffele09b37ed440:RAVCp164.exe 7328 5756 9 © 2019-02-04 18:02:50 UTC+06000

. exffffele9bb3dcice:fontdrvhost.ex 968 820 6 © 2019-02-84 18:02:82 UTC+0000

exffffele9baeedOcB:wininit.exe 664 552 5 © 2019-02-04 18:02:02 UTC+0000

. exffffele9bb3dalce:fontdrvhost.ex 976 664 7 © 2019-02-84 18:02:82 UTC+08800
. @xffffeleobbef116e:services.exe 740 664 12 © 2019-02-04 18:02:02 UTC+0000

. exffffele9bclc42c@:svchost.exe 1548 740 19 © 2019-02-84 18:02:84 UTC+0000

. Bxffffel@9c@cca3cl:taskhostu.exe 5280 1548 11 © 2019-02-04 18:02:18 UTC+0000

. exffffele9be6e30c@:svchost.exe 3928 740 16 © 2019-02-084 18:02:87 UTC+0800

. @xffffel@9c@bd93c@:svchost.exe 5140 740 22 © 2019-02-064 18:02:18 UTC+0000

. @xffffe109bd1d9340:svchost.exe 2584 740 S © 2019-82-04 18:02:85 UTC+0060 v

Figure 25. Execution of the pstree plugin, of Volatility, on the RAM dump generated with Dumplt

3.1. Objective data: Acquisition times
The objective data of the tests they have carried out are set out below. The first data to be presented will be the one relating to
time. The time, established in seconds, that a tool takes to acquire the System's RAM memory.

As it can be seen (See Figure 26), in the tests run, the fastest tool has been Belkasoft Live RAM Capturer, while the slowest
has been DumplT, running from the command prompt, where a format type and output path were specified. However, the
DumplT tool, if executed directly, without using the Command Prompt, is not the slowest, leaving that position to Memoryze.
The difference between the fastest and slowest tool is 274 seconds.

As mentioned at the beginning of this article, RAM memory is constantly changing. In other words, it contains highly
volatile information. Therefore, the 274 second difference between the fastest and slowest tool is a very long time. With the
course of this time, the possibilities of recovering elements of interest decrease. Elements that, with proper intervention, could
be found in the RAM memory.
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Seconds
500 463
450
395
400
350
292 307
300
244
250 215
189
200
150
100
50
0
Belkasoft Live DumplT DumplT, FTK Imager Magnet RAM  Memorize Winpmem
RAM Capturer (CMD) Lite Capture
m Seconds

Figure 26. Time, in seconds, used by each of the tools used

3.2. Objective data: RAM memory consumption
Below are the objective data regarding RAM consumption, in its private workspace, for each of the tools tested. This
consumption is measured in Kilobytes.

Because memory is constantly changing, processes will never have a single value. And they will not even present the same
range of values in another similar execution.

In the tests carried out (See Figure 27), the tool that has used the fewest private resources has been DumplIT, with a
minimum value of 1,644 Kilobytes, compared to the 21,588 Kilobytes used by FTK Imager Lite. Even at maximum values,
the DumplT tool consumes fewer resources, with a maximum value of 1,988 Kilobytes (the same as the Belkasoft RAM
Capturer tool), as opposed to the 22,024 Kilobytes maximum value of FTK Imager Lite. The difference between the two
minimum values is 19,944 Kilobytes. A lot of information can be found in this space. Vital information that could be lost by
not thinking about that consumption, in that size.

Kilobytes consumption

50000
45000
40000
35000
30000
25000
20000
15000
10000

5000

5920

1448

Belkasoft Live ~ DumplT DumplT, FTK Imager Magnet RAM  Memorize Winpmem
RAM Capturer (CMD) Lite Capture

2828

==@==Minimum value  ==@==Maximum value

Figure 27. Consumption, measured in Kilobytes, for each of the tools used, in the private work space
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Maybe it could be thought, and believe, that these values, this comparison, are enough to determine whether to choose one tool
or another. But you must also think about the rest of the processes that are executed by the System with each one of the tools,
and about the workspace shared with other processes. For this reason, the information corresponding to this data is also
presented, where the values obtained with the total sum of the consumption of each of the tools are shown below.

As it can be seen (See Figure 28), the tool with the lowest total consumption, in the tests carried out, was DumplT, with
direct execution, without the use of the cmd console, with a value of 24,860 Kilobytes. On the other hand, the tool with the
highest consumption is Memoryze, with a total value of 88,264 Kilobytes. A difference in total consumption of 53,404 Kilobytes
can be seen. Certainly, a huge amount of information can be saved, found and/or lost, in that workspace, in thatsize.

Total consumption in kilobytes

100000 100000
90000 90000
80000 80000
70000 70000
60000 60000
50000 50000
40000 40000
30000 30000
20000 20000

8520
7552
- - -
0 - 0
Bekasoft Live RAM Capturer DumpIT DumplT, (CMD) FTK Imager Lite Magnet RAM Capture Memorize Winpmem

mmmm Private working space, (Tool process) mmmm Shared workspace, (Tool process) W Private working space, (conhost.exe, tool) Shared workspace, (conhots.exe, tool)

mmmm Private working space, (cmd.exe) mmm Shared workspace, (cmd.exe) mmmm Private working space, (conhost.exe) mmmm Shared workspace, (conhots. exe)

. netsh.exe —eo—Total

Figure 28. Total RAM memory consumption, measured in Kilobytes, for each of the tools used

4. Conclusion

In this article it has been presented only some small tests that have been carried out with some of the free RAM acquisition
tools and that are considered being of more extended use. Other similar tests could be carried out with other tools. To name a
few examples, this same study could be carried out, comparing a small utility, such as MDD («Stotts»), with the OSForensics
suite («PassMark® Software Pty Ltd»).

Since RAM is constantly changing, no tool will have a single value, either in terms of resource consumption or time. It
will not even display the same range of values in two different executions. It is not possible to obtain two identical RAM
dumps. It all depends on the case. Everything depends on the system. Everything depends on what is being executed at that
moment.

In my humble opinion, I believe that this study is an excellent way to compare the way in which the different tools work,
without making subjective assessments, full of interests or opinions, since it is a question of presenting objective data in a real
environment.

Each user can use the tool with which is most comfortable, regardless of which one it is, without taking into consideration
what has been seen in this article, or, it can be taken into consideration that, since memory presents very volatile, constantly
changing information, one must choose carefully what is going to be executed and how it is going to be executed.

Each user can evaluate only one factor in the use of the tools or can take into account everything that needs to be evaluated:
the memory consumption of each of the tools, both in their private and in the shared workspaces, the time that each tool invests
in carrying out its function, or the fact that there are tools that provide a final report with information on the memory profile
that has been worked on.

The final objective of this work is to show that the tool to be used must be well chosen and that the impact that this tool
has on the RAM of the system must be calculated. A memory that is being acquired to carry out a later study on it. A study that
contains key information for the resolution of a case. Information that will be lost if the appropriate tool is not used properly.
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